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Decisional autonomy
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Decisional autonomy & robotics

>Sense/plan/act 
paradigm

>Unstructured 
environment

>No human 
intervention

1966 – Shakey the robot
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Decisional autonomy & robotics & vehicules
& …
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This is it …

Te s la ,  2 0 1 6

U b e r,  2 0 1 8

Te s la  X  ,  2 0 1 8
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Collaborative work on Dependable robots@LAAS
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Dep. Rob. 
workshop

…
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Verification

1 1 1 0 0 0 1
1 1 0 0 0 1 0

1 0 1 0 1 0 0
0 1 0 1 0 0 1

Test

Model checking

Requirements
/ Analysis / Design

System behavior model
Formal verification of the 
model (model execution)

System properties

Verification of the
effective execution of the 
code
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MODEL CHECKING FOR 
AUTONOMOUS SOFTWARE

T u r in g  2 0 0 7
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Model checking of autonomous software

> Objectives : what do robotic software developers want ?
§ C heck that the robot behave safe ly (e .g . stop in time when an obstacle 

has been detected, speed remain in bound, etc.)

§ C heck that the robot has a consistent perception/action loop (e.g., laser 
scan freq and range, speed control, freq and value, time for an emergency 
stop, etc)

> Issues : why not use basic model checkers ?
§ N o form al specifications of autonom ous system s

§ N o behavior m odels o f autonom ous softw are 
§ Sem antic gap betw een robot softw are and m odel checker too ls
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The proposed approach

process timer (&tick: 
bool) is
states start
from start
wait [0.5,0.5];
tick := true;
to start

process Manager (&tick: bool, ...) is
states start, manage
from start
wait [0,0];
on tick;
tick := false;
if (...) /* no active activity */
then to start
else to manage end
from manage
wait [0,0];
... /* execute one active activity */
if (...) /* no more activities */
then to start
else to manage end

Robot software with Genom @ Laas Fiacre + TINA @ Laas
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Results

> Properties successfu lly checked w ith  F iacre/T IN A (e.g, Schedulability of 
execution tasks, no deadlock, position port update bounded in time)

> G enoM specifications w ere good for verifica tion 
§ Codel granularity

§ Internal and external shared data access is fully specified 
§ Automata specification provides execution sequence and time/period management 

§ Task are clearly specified (how many, periodic, sporadic)

> Lim its

§ Based on the hypothesis that specifications are correct (verification is not validation)
§ Verification limited to properties of the software modules (not including operating system 

and hardware artefacts)
§ Genom Codels still need to be validated

> A com plem entary approach…  testing
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TESTING NAVIGATION IN 
VIRTUAL WORDS

1 2
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Testing in simulation

1 4

World & Mission

Test reports

Generation Analysis

Virtual world ≠ real world!

Input model of
worlds and missions?

Test oracle? (No 
ground truth
about the decisions
to take)
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Two case studies (outdoor navigation)

> Outdoor experiments @LAAS 
> Generic navigation missions
> Path planning similar to NASA’s 

GESTALT algorithm for Mars 
exploration rovers

> 35 KLOC including 3D mapping, 
localisation, path planning

> MORSE simulator (based on the 
Blender game engine)

Mana Oz
> Agricultural robots developed and 

commercialized by Naïo Technologies
> Weeding missions
> Proprietary and mission-specific 

software
> 151 KLOC (also including modules we 

do not test: control of weeding tools & 
user interface)

> Gazebo simulator
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Can robot navigation bugs be reproduced in simulation?

In-depth analysis of identified bugs 
in the Mana navigation software and 
analysis of their reproductibility in 
simulation (2005-2015 history of 
code)

P3D 69 commits 12 bugs

LibP3D 154 commits 14 bugs

DTM 50 commits 3 bugs

POM 83 commits 4 bugs

Total 356 com m its 33 bugs

32 reproducible

1 non reproducible
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World & mission Models (2)

¨ Oz model : 31 
generation parameters
(some with
interdependancies)

¨ Grammar-based
approach to manage the 
parameters
Descriptor: genotype of a 
world or a world element

¨ Descriptors can have 
wildcards
R (= any randomworld)
f+0.0+0-R-R (flat terrain, 
any mission and field)

-id
-descriptor
+random_create()
+create_from_descriptor(desc)
+export ( )
+check_descriptor(desc)

World

-descriptor
-nb_crop_rows
-min_nb_crop_row = 1
-max_nb_crop_row = 3
-tab_gaps
-min_gap = 0.65
-max_gap = 1.65
+random_create()
+create_from_descriptor(desc)
+export ( )
+check_descriptor(desc)

Field

-descriptor
-size = 257
+random_create()
+create_from_descriptor(desc)
+export ( )
+check_descriptor(desc)

Terrain-descriptor
-crop_gap = 0.10
-final_track_outer
-two_pass
-first_track_outer
+random_create()
+create_from_descriptor(desc)
+export ( )
+check_descriptor(desc)

Mission

-descriptor
-terrain_type
-magnitude
-min_magnitude = 0.0
-max_magnitude = 1.0
-persistence = 0.0
-seed
+random_create()

Height_map_generator_function

-matr ix
+build_image()
+generate(generation_fonction)
+create_from_descriptor(desc)
+export ( )
+check_descriptor(desc)

Height_map

-descriptor
-length
-min_length = 5.0
-max_length = 15.0
-noise_amplitude_x
-min_noise_amplitude_x = 0.0
-max__noise_amplitude_x = 0.1
-noise_amplitude_y
-min_noise_amplitude_y = 0.0
-max_noise_amplitude_y = 0.1
-disappearance_probability
-min_disappearance_probability = 0.0
-max_disappearance_probability = 0.05
-vegetable_density
+random_create()
+create_from_descriptor(desc)
+export ( )
+check_descriptor(desc)

Crop_row

-descriptor
+export ( )

Crop
-descriptor
-position_x
-position_y
+create_from_descriptor(desc)
+check_descriptor(desc)
+export ( )

Stake

-min_density = 3
-max_density = 10

Leek
-min_density = 2
-max_density = 4

Cabbage

-descriptor
-grass_density
-min_grass_density = 0
-max_grass_density = 5
+random_create()
+create_from_descriptor(desc)
+export ( )
+check_descriptor(desc)

Disturbing_element

1

1

1..*

1

1

1

0..*

0..*

1

1..3

1

1

1

1

1..*

1

1

1

<World> ::= <terrain> "-" <mission>"-" <field>
< t e r r a in >  : : =  < t e r r a in _ t y p e >  " + "  < m a g n it u d e >  " + "  < s e e d >
< f ie ld >  : : =  < n b _ c r o p _ r o w >  " + "  < g a p _ l is t >  " + "  < c r o p _ r o w _ l is t >  " + "  < d is t u r b in g _ e le m e n t _ l is t >
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Oracle ? A navigation system is not deterministic!

> Non deterministic trajectory -> non deterministic verdict
> No ground truth for decisional functions (Mission Failure ≠ Fail 

verdict)
èDefinition of measures and classes of properties

O z experim ent : 30% of the test cases do not yie ld
a consistent verd ict for 5  repeated runs
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Results for robot testing under simulation

> Results 
§ Preliminary validation of procedural 3D world generation with a 

grammar, reproducibility, and measures for oracle
§ Successful application to an industrial case study (full code 

access)

> Limits / perspectives
§ only random testing -> search-based testing (fitness, 

evolutionary algorithms, etc.)
§ only static situations -> dynamic situations (e.g. mobile 

obstacles at the right time and location)
§ confidence in virtual test results (statistics), e.g. how to use 

them in certification ?

1 9
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To conclude

> Trust in autonomous system could be achieved through 3 activities:
§ Social acceptance criteria elicitation (not presented here)

§ Structured arguments : how to argue that acceptability objectives are reached / combine 
assurance building blocks (not presented here)

§ Assurance building blocks, based on dependability techniques (presented here)

> Verification is part of assurance building blocks (e.g. model checking and test in 
simulation)
§ What is the confidence level ? (still open issues, e.g. verification of machine learning algorithms)
§ What is the contribution in a structured argumentation ?

> Work in progress at LAAS (not exhaustive): 

§ Several running phds (safety monitoring, testing, model checking, etc.) and starting in 
september/october 2018 (safety argumentation, verification, etc.)

§ A European project SAS (Safer Autonomous Systems) nov2018-nov2022
§ A RTRA chantier “TrustMeIA” led by the LAAS
§ Contracts/PhDs in verif/decisional : eHorizon (Continental) , FURIOUS (Safran), etc.
§ …

2 0
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>Thank you, questions ? 
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Social acceptability criteria elicitation
• E.g.: Is an autonomous vehicle able to avoid an obstacle 

or just try to stop ?

How to argue that acceptability objectives are 
reached / combine assurance building blocks

• E.g.: combining virtual testing and operational testing on 1 
million miles is sufficient ? 

Argumentation building blocks / risk treatment / 
dependability techniques

• E.g.: verification of AI components ?

A path for trusting autonomous systems

1

2

! Temperature " More? Temperature too high,
! Flow " Reverse? Product flow reversal.

For each deviation, the procedure is then to investigate causes,
consequences and protection, and produce document usually in a
table form (similar to FMECA), with columns like: Guide word,

Element, Deviation, Possible causes, Consequences, Safeguards,
Comments, Actions required, etc.

Even though the HAZOP method has proved to be efficient, the
results may be questionable when the boundary of the study is too
vast or not well defined, or when the guide words are either too
numerous or too limited for the analysis to be relevant. Another
limitation is that there is no systematic method to adapt the guide
words to the considered domain, so adaptation depends on the
expertise of the initiators of the method. Additionally, the HAZOP
method needs the allocation of human resources and suffers from
combinatorial explosion when too many deviations are considered
or when the analysts go into too much details. Hence, the success
of a HAZOP study depends greatly on the ability of the analyst and
the interactions between team members. The choice of the consid-
ered ‘‘system parameters”, is of high importance, because all the
study relies on it. The HAZOP–UML method proposed in this paper
is aimed at providing more guidance to analysts to identify which
parameters they have to consider.

3. HAZOP–UML

One main issue when applying HAZOP is to identify the system
parameters. We propose to use UML to partition and describe the
system. The considered parameters will be then some elements
of the UML diagrams. In this section we will give guidelines to
identify those parameters, and the associated guide words to iden-
tify possible deviations. This work is the result of several applica-
tions and refinement, and may also be completed or modified by
the analysts. Even if our objective is to propose a systematic
approach, it is important to note that HAZOP–UML does not iden-
tify all hazards. First because no single hazard identification tech-
nique is actually capable of finding all the hazards (Cantrell and
Clemens, 2009 ), and also because we will focus on the identifica-
tion of the operational hazards, i.e., hazards linked to the
human–robot interactions, through dynamic models of the system.

As already presented, we propose to focus on the three main
dynamic UML diagrams: use case, sequence and state diagrams.
For those diagrams, some generic deviations are presented in Sec-
tion 3.1 . The whole process is then introduced in Sections 3.2, and
3.3 presents a prototype of a tool for HAZOP–UML.

Use case name UC02. Standing up operation
Abstract The patient stands up with the help of the robot
Precondition The patient is sitting down

The robot is waiting for the standing up 
operation
Battery charge is sufficient to do this task and to 
help the patient to sit down
The robot is in front of the patient

Postcondition The patient is standing up
The robot is in admittance mode

Invariant The patient holds both handles of the robot
The robot is in standing up mode
Physiological parameters are acceptable

Fig. 4. UC02 use case textual description with pre, post conditions and invariant.

:Patient

: MIRASRobot

1: catchHandles()

2: initiateStandingUp(force)
2.1 : activate
StandingUpMode() 

3. patientStandingUp()

3.1 : courseAssistance()

4 : [end of course] 
activateStrollingMode

Time

sd Standing up nominal

1.1 : detectCatching()

Lifeline

Message 
signature

Message argument

(Sending) 
Occurrence (Receiving) 

Occurrence

Interaction constraint
(Guard condition)

Interaction

Fig. 5. Sequence diagram for the nominal scenario of UC01: Standing up operation.

PhysicalInteraction

Assistance

Idle

Alarm

StandingUp

Strolling

SittingDownBalance
Management

H

physiological problem 
/ sendAlarm()

[two handles catched] 
initStandingUp

release of handles

end of sitting 
down

end of course

end of strolling

end of unbalanced

unbalance

medical staff 
intervention

Initial state

Final state

Event Action

State

Super state

Condition

History 
operator

Fig. 6. Simplified version of MIRAS state machine.
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